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In a nutshell.

Hi there! We have summarized the most important info of the phishing
campaign for you. The information will be updated live during the campaign. So
stay tuned!

Scope

The campaign was conducted in the period from 2022-11-07 to 2022-11-11 and
sent out to a total of 350 employees.

So far..

e 195 users have opened the phishing mail,
e 42 users have clicked the link within the mail,

e 15 users having the landing page opened in a browser have typed
something on their keyboard, and

1M users fell for the phishing and logged into the malicious website.

If you need more insight into the KPIs, check out the following slides.

Happy Exploring!
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Overview of logins.
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1 9 5 User t Time opened t
2022-11-14 Total Number of Usere that user102@example.com 14/11/2022 09:38:54
opened the Emall user295@example.com 11/11/2022 06:41:40
userl02@example.com 10/11/2022 19:58:28
user34@example.com 10/11/2022 15:22:12
userl02@example.com 10/11/2022 09:07:34
user259@example.com 09/11/2022 20:53:19
user335@example.com 09/11/2022 05:54:42
Kontakt:
user255@example.com 09/11/2022 02:20:56
Christoph Mahrl user287@example.com 08/11/2022 21:13:30
+43 660 923 40 70 user307@example.com 08/11/2022 18:28:22
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user t Time clicked t
2022-11-14 Total Number of Users that user259@example.com 09/11/2022 02:20:56
clicked the Link user307@example.com 08/11/2022 18:28:22
user255@example.com 08/11/2022 17:19:43
user259@example.com 08/11/2022 17:19:41
user304@example.com 08/11/2022 06:16:47
userl15g@example.com 07/11/2022 23:34:43
user18@example.com 07/11/2022 23:10:57
Kontakt:
userl06@example.com 07/11/2022 20:40:31
Christoph Mahrl user18@example.com 07/11/2022 20:40:14
user31i@example.com 07/11/2022 20:09:05

+43 660923 4070
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Total Number of Users that
typed something

Details of

User t
user3395@example.com
userlll@example.com
userlll@example.com
userlll@example.com
user302@example.com
user302@example.com
user302@example.com
user302@example.com
user302@example.com

user302@example.com

1 2 3 4 5

Time typed ¢

07/11/2022 08:03:43
07/11/2022 07:57:05
07/11/2022 07:57:04
07/11/2022 07:57:02
07/11/2022 07:55:37
07/11/2022 07:55:36
07/11/2022 07:55:35
07/11/2022 07:55:34
07/11/2022 07:55:31
07/11/2022 07:55:30
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‘r‘ Username_tracked t Password Complexity t Time logged in t
2022-11-14 Total Nuntwobgegrecéfigsers that userlll@example.com Very Weak 07/11/2022 07:57:06
user302@example.com Weak 07/11/2022 07:55:37
user46@example.com Strong 07/11/2022 07:55:16
user46@example.com Average 07/11/2022 07:54:44
user68@example.com Very Weak 07/11/2022 07:52:42
userl77@example.com Strong 07/11/2022 07:52:03
Kontakt: userl77@example.com Strong 07/11/2022 07:51:39
user36@example.com Weak 07/11/2022 07:51:34
Chl‘iStOph Mahrl userl00@example.com Weak 07/11/2022 07:50:57
+43 6609234070 user201@example.com Very Weak 07/11/2022 07:49:50
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